Abstract-As the use of technology is increasing rapidly, the amount of shared, sent, and received information is also increasing in the same way. As a result, this necessitates the need for finding techniques that can save and secure the information over the net. There are many methods that have been used to protect the information such as hiding information and encryption. In this study, we propose a new encryption method making use of amino acid and DNA sequences. In addition, several criteria including data size, key size and the probability of cracking are used to evaluate the proposed method. The results show that the performance of the proposed method is better than many common encryption methods, such as RSA in terms of evaluation criteria.
I. INTRODUCTION
As the digital world is growing dramatically, the need for secure and safe information is growing in the same way. There are many ways to keep the data secure such as Cryptography, Stenography or a combination of them [1] . There are two main ways to encrypt a text, either secret-key cryptography or public-key cryptography [2] . The author in [3] proposed an algorithm to encrypt a message based on DNA sequences. The algorithm uses a DNA sequence to encrypt a text using one of the complementary rules. He proposed three complementary rules based on biological and chemical features of each DNA base among each other. The algorithm also made a DNA based code to represent each DNA letter with 2 bits binary number. The final string contains English alphabetic letters that involve the hidden message. The author in [4] use another method to encrypt and hide the data in a DNA sequence. The technique uses a dictionary of codons that is used in our own method. The dictionary codon contains on 64 codons starting from ACT which is numbered 0 to GGG that is numbered 111111. The method converts the message to 8 bits ASCII binary number. Then each 6 bits of the message are represented to three DNA letter based on dictionary codon. In our new proposed algorithm, a new technique is being used in the process of cryptographic taking benefits of amino acid sequences. The rest of the paper will explain the details of the new method. Firstly, it presents a background about the information security. Then it will explore basic of molecular biology. Thereafter, the steps of the encryption and decryption with an example will be explained. Finally, the paper will assess the new method based on some criteria with existing methods.
II. INFORMATION SECURITY
There are millions of people who get in touch to each other every day electronically via e-mail, e-commerce, ebanking machine and e-learning [2] . Among these vast amount of communications over the net, the biggest question is to which extend these communications are secure. Transferring information across the world over the Internet leads to the biggest concern related to the security of the transferred information. There are many attacks, such as Crypt analytic and Brute force, could recover the original message when the information are sensitive. Encryption is one of the methods used to secure the information. It has been developed quickly recent years to save and protect transmitted information [5] .
A. Encryption
Encryption is a mathematical technique which is related to the security of information sides such as data authentication, data integrity and confidentiality. Encryption is used wildly in many fields especially in sensitive communications such as in wars, military bases and intelligent agency. Cryptography is not just meant to information security, it is rather set of techniques. There are two types of Cryptography which are used widely, public and secret key. Rivest Cipher 5 (RC5) and Advanced Encryption Standard (AES) are the most wellknown algorithms based on secret key, while RivestShamirAdleman (RSA) algorithm is the most common for public key [2] .
III. BASICS OF MOLECULAR BIOLOGY
The life of an organism has been mapped as a very long sequence called genome. The genome is a repeated of 4 chemical bases called deoxy ribo nucleic acid (DNA). The DNA consists of 4 nucleotides (A, C, G and T). The ribo nucleic acid (RNA) sequence is one of genetic materials. The DNA sequence is convert into mRNA sequence in an operation called transaction. Then the mRNA is translated into amino acid sequence based on genetic codes. There are 20 amino acid letters which construct any protein [6] amino acids in the matrix is a spesifc score which represnts to what extend it is welling to interact with other amion acides in the matrix. The higher score in the matrix is when the amion acid interact with itself [7] . BLUSOM50 is a scoring matrix that is used by FASTA and BLAST programs for identifying distant homologous especially with fully length sequence [8] .
IV. PROPOSED APPROACH
Based on the score among of the amino acids in BLUSOM 50, four amino acids which have less score with other amino acids have been neglected from the proposed algorithm. The amino acids that are not considered are (S, T, Y, M) while the rest sixteen amino acids (E, P, A, C, G, Q, V, R, K, W, D, N, H, F, L, I) have been used. Then each of these amino acids has been given a 4 bits binary number as it is illustrated in Table 1 . Two kinds of complementary rules have been applied. A complementary rule means which amino acid is more or less applicable to interact with other amino acids according to the scores taken from BLOSUM50. The higher the score, the higher the probability of interaction. The lower the score, the lower the interaction probability. Accordingly, the first complementary rule is based on the maximum score between a specific amino acid and the rest, and then we take that amino acid as a complementary rule for the proposed approach. The second complementary rule is based on the minimum score between a specific amino acid and the rest, and then we take that amino acid as a complementary as it is shown in Tables  2 and 3.   TABLE II. RULE
In addition, a 6 bits binary number has been given for every codon starting from 000000 for TTT to 111111 for GGG as it is revealed in Table 3 .
A. Proposed Data Encryption Algorithm: Main Steps 1) Represent each letter in the original message as a binary of 8 bits. 2) Represent each part (4 bits) as a letter based on Table  1 . 3) Apply one of the complementary rule (either rule one or two) on the letter) based on Table 2 . 4) Take the first occurrence position of the 16 amino acids in any sequence as indexes. 5) Represent the decimal index numbers to 8 bits binary numbers. 6) Finally, represent each 6 bits binary numbers represented to DNA letters according to Table 3 . Extra zeros are added to make the length of binary number 6 or multiply of 6.
B. An Example to Encrypt a Message
Let consider our message is Hi, and the amino acid sequence is MPQVKLWLSGIQICLQSNQLAPLIRELQKD-STASFHFI EGEVECGPGPGIEGIFEGP 1) Represent the message in 8bits binary: 01001000, 01101001 2) Represent each part (4 bits) as a letter based on Table  1 : C, H, E, I 3) Apply one of the complementary rule (1) based on Table 2 : V, F, K, L 4) The first occurrence of V F K L in the sequence is 3, 34, 4, 5 respectively. 5) Represent the decimal index numbers to 8 bits binary: 00000011, 00100010 00000100, 00000101 6) Represent each 6 bits binary numbers represented to DNA letters according to Table 3 . Not: extra zero added to make all of them 6bits 000000 = TTT, 110010 =TAG, 001000 = ATT, 000100 = CTT, 000001= TCT, 010000 = TTC The faked DNA that hold the secret message is TTTTA-GATTCTTTCTTTC C. Proposed Data Decryption Algorithm: Main Steps 1) Represent each three DNA letters of the encrypted message to 6 bits binary numbers according to Table  3 . 2) Take each 8bits and then convert them decimal numbers. Ignore the mod of 8. 3) Take these decimal numbers as indexes for the key and retrieve the represented value for each index in the key. 4) Apply one of the complementary rule (either rule one or two) on the letter created in previous step, so each letter will be represented to another letter of amino acids based on Table 2 . 5) Represent each letter to 4bits binary number according to Table 1 . 6) Represent each 8bits binary number to ASCII numbers and letters to get your original message.
D. An Example to Decrypt a Message
The faked DNA is: TTTTAGATTCTTTCTTTC The amino acid sequence: MPQVKLWLSGIQICLQS-NQLAPLIRELQKD STASFHFIEGEVECGPGPGIEGIFEGP 1) Represent each three DNA letters of the faked DNA to 6 bits binary numbers according to Table 3 : TTT = 000000, TAG= 110010, ATT= 001000, CTT= 000100, TCT= 000001, TTC= 010000. 2) Represent every 8bits to decimal number: 3, 34, 4, 5
Ignore the mode of 8 (here is the last 4 zeros). 3) Take these decimal numbers as indexes for the key and retrieve the represented value for each index in the key: V, F, K, L. 4) Apply complementary rule (1): C, H, E, I 5) Represent each letter to 4bits binary number according to Table 1 : 0100, 1000, 0110, 1001 6) Represent each 8bits binary number to ASCII numbers and letters to get your original message: 01001000 = H 01101001 = i The message is Hi
V. RESULTS AND COMPARATIVE ANALYSIS
The results show high performances in the proposed method comparing with other encryption techniques. There are many criteria that can be used to evaluate any encryption method or algorithm. These terms are key size, data size, security and time complexity [9] . Here, we present a comparative analysis between our proposed algorithm and well-known encryption method based on these criteria.
A. Key Size
Key size means the length of the key used in bits or letters to encrypt a message by any technique. Every method of encryption has its own key size [10] . In the asymmetric RSA cipher, the amount of key size is not limited to any number. It could be any length as it depends on the amount of information to be encrypted. The more the information, the longer the key, the more complexity time. AES is another method which has three options in terms of key size, either 256 or 192 or 128. This increase the security level of this technique as the key size has a positive correlation with security level [1] . In our proposed algorithm, the key size is composed of 16 amino acid letters. These letters are extracted from any amino acid sequence with their indexes to be used for the encryption process. The amino acid sequence could be in any length and the 16 letter could be in any position. Consequently, this increase the security level of this method to a large extend as there are hundreds of thousands of amino acid sequences.
B. Data Size
The amount of data to be encrypted which is measured by either bytes or kilobytes is called data size. The data size in some cases could be a weak point for some encryption methods. Some methods has restriction size on the amount of data to be encrypted. While others such as vigenere cipher method, the big amount of data led to repetition when the key size is small. In RSA cipher case, there is a positive relation between the key size and the data size. Each amount of data should has an appropriate key size [1] . In this new method, the data size has no limitation. In addition, it has no relation with key size. Accordingly, each of the key and the data are separated from each other.
C. Security
The security in the field of encryption means the probability of cracking. Every encryption technique has its own security level by calculating the cracking probability. The security level of the Vigenere cipher method is very weak as the key is repeated, so the cracker can guess the key length of the key using some statistical methods and ultimately decipher the text. On the other hand, the RSA cipher security level relies heavily on the key size. If the chosen key is small, the text could be cracked easily. In the AES method, the time required to crack it, depends on the key length used to cipher the text. As AES use long key size, it makes its method better than other advanced symmetric ciphers and cannot be cracked only by using the brute force cryptanalysis. In our proposed method, the key is an amino acid sequence in any length. The indexes of the first occurrence of the 16 amino acids are kept to be used later. Accordingly, the security level of the new encryption method depends on how many amino acid sequences are there?. There are many official databases that hold amino acid sequences. The Universal Protein Resource (UniProt) is one of the main amino acid and protein sequences recourse over the world. According to last release on March 2017, the database of the UniProt contains on 80204459 amino acid sequences [11] . So the security level or the probability of cracking can be calculated as it is illustrated below. The probability of cracking will be =1/280204459 . We multiplied it by 2 as we use 2 complementary rules. In addition, this is not the end, this number (80204459) is grown dramatically and this will increase the security level of the method
D. Time Complexity
Time complexity means the required time needed to encrypt a message. The time depends heavily on the steps of a specific algorithm. In our algorithm, there are 6 steps to encrypt a message. The more advanced ciphering methods such as AES and RSA shows more executing time than simpler methods such as DNA-based PCF. We used Perl programming language to implement our method. gmtime() is used in Perl to print the executing time. It shows very fast performance to encrypt even a long message.
All the criteria above have been compared and elaborated in Table 5 which compare the proposed method with common once 
VI. CONCLUSION
To conclude, it is compulsory to keep the information safe. Using DNA and amino acids sequences as mediums to encrypt a message took much attention of the researchers. There are many algorithms and methods have been designed to encrypt a message using different kind of medium. Every cryptography technique has its own features in term of performance. Some of them are performing well in terms of key size and might fail in data size, while other present good result in time complexity meanwhile has high probability to crack the message.
Our proposed method has no restrictions in data size and the key size. In addition, its probability to crack it down is very low comparing with other methods. Moreover, this probability is decreased as long as UniProt get updated. In terms of time, as there are just six steps to encrypt any message, it shows high speed in terms of time complexity. Consequently, the new proposed algorithm has satisfied most encryption criteria to a large extend the used to evaluate and ciphering method. This method could be more improved by decreases the length of the encrypted message.
